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 Standardisation of GNSS Threat reporting and Receiver testing 

through International Knowledge Exchange, Experimentation and 

Exploitation [STRIKE3] 

 

 Project funded by European GNSS Agency (GSA) 

under the European Commission’s H2020 Framework Programme 

 

 

 

 

 

 Start date = 1 February 2016 

 Duration = 3 years 

 

 

STRIKE3 is a project to protect GNSS… 
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 STRIKE3 will deploy and operate an international GNSS interference 

monitoring network (with support from partners) 

 

 STRIKE3 will use the data from the network to ensure that there is: 
 a standard for GNSS threat reporting and analysis 

 a standard for assessing the performance of GNSS receivers and applications under threat. 

 

STRIKE3 Project Rationale 
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STRIKE3 International Monitoring Network 
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STRIKE3 Analysis Tool 
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STRIKE3 Fingerprint characterisation 

1. Size, pressure, patterns 

2. Identify distinguishing features 

3. Classify the signature 

4. Identify different “families” 

5. Identify new “families” 

6. Preserve the evidence 

 Create a catalogue 

 Reference for future events 

 Automatic pattern recognition 
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STRIKE3 “Database” [1/2/2016 – 30/04/2018] 
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STRIKE3 Denial Events [1/2/2016 – 30/04/2018] 
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STRIKE3 “Durations” [1/2/2016 – 30/04/2018] 
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STRIKE3 Trend Analysis 
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STRIKE3 Site Comparisons (Airports) 

 Results from 8 Airport installations 

 Most are “national” airports. Most are air-side installations. 

 30 days data (may not be the same 30 days) 

 

 

 

 

 

 

 

 

 

 

 Helps to diagnose issues with unintentional interference & jamming 

 Helps to compare with other sites 
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STRIKE3 Impact Assessments 

2x ~50m 

2x~50m 

~5m 

~0m 

12 

m’s to km’s 
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STRIKE3Jammer waveforms 

 There are lots of jammer waveforms, characterised by: 

 Bandwidths, power, centre frequency, signal(s) 

 Additional parameters: sweep rate, direction, return 
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STRIKE3 Threat Testing waveforms 

GNSS receiver industry should focus on mitigations for these popular waveforms 
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STRIKE3 Advanced (jammer) waveforms 
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Simple Rules to support validation 

 It has a structure (it is deliberate, purposeful) 

 It is mobile (exhibits same power profile as a jammer) 

 It is seen multiple times (avoids being a one-off rogue “signal”) 

 It is seen multiple sites (demonstrates a distributed product) 
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STRIKE3 shows Jammer industry is evolving... 
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USB L1/L2 jammer 
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What are the chances?  Same place, same time... 
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 Dual signal jammer?  

 One vehicle, two jammers? 

 Two vehicles, one jammer in each? 

 Jammer in truck, jammer in trailer? 
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STRIKE3 demonstrates the value of characterisation... 

1. Distinguish between “unintentional” and “deliberate” threats 
 Fingerprinting eliminates false “jammer” detections 

 Fingerprinting ensures correct statistics 

2. Distinguish between different types of jammer (basic >> advanced >> exotic) 

3. Identify repeat threat signatures (to assess the scale of the problem) 

4. Enables you to “track a jammer” across/within a monitoring network 
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The last unknown within STRIKE3... 

19 

May 2018:  Major Capital City. Two STRIKE3 sites, separated by 10km. 

Same waveform detected at same times 
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STRIKE3 Draft Standards 

1.   Standards for Threat Monitoring and Reporting 

2.   Standards for Receiver testing against threats 

Available from: www.gnss-strike3.eu 
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What next for STRIKE3? 

 Deployment of a national STRIKE network 
 Multi-GNSS, multi-frequency 

 At sites of critical national infrastructure 

 

 Validate the STRIKE3 reporting standard 
 System of systems Threat database 

 

 Integration of crowd-sourced GNSS RINEX data to: 
 Identify GNSS interference hotspots 

 Understand the impact of wide area (high power) events on GNSS receivers 

 

 Testing GNSS receivers against the “STRIKE3 threat database” 
 Support the development of new interference mitigation techniques 
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STRIKE3 live-sky demonstration and 

project close-out workshop in late 2018 
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Thank you for the opportunity to 

present and to participate 
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